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0RELOH $GKRF QHWZRUN 0$1(7 LV LQIUDVWUXFWXUH OHVV VHOIRUJDQL]LQJ EDQGZLGWK FRQVWUDLQW RQ GHPDQG ZLUHOHVV QHWZRUN
0$1(7 LVDPXOWLKRSZLUHOHVVQHWZRUN WKHUHIRUHQHHGVDQHIILFLHQW URXWLQJSURWRFRO WR WUDQVPLWGDWDSDFNHW IURPVRXUFH WR
GHVWLQDWLRQ0$1(7 URXWLQJ SURWRFRO FDQ EH GLYLGHG DV SURDFWLYH UHDFWLYH DQG K\EULG ,Q DQ DGKRF QHWZRUN D QRGH FDQQRW
LGHQWLI\ WKH QRGHV WKDW DUH EH\RQG LWV UDGLR UDQJH 7KH QRGHV LQ0$1(7 DUHPRYDEOH VR D IL[HG SDWK FDQQRW EH GHILQHG LQ
EHWZHHQ VRXUFH WR D GHVWLQDWLRQ ,Q0$NET’V UHDFWLYH URXWLQJSURWRFRO OLNH'\QDPLF6RXUFH5RXWLQJ '65 D VRXUFHQRGH
ORFDWH WKHGHVWLQDWLRQEHIRUHGDWD WUDQVPLVVLRQ WDNHSODFHE\EURDGFDVWLQJIORRGLQJURXWH UHTXHVW 55(4FRQWUROPHVVDJHDQG
HVWDEOLVKHV WKHSDWKDIWHU UHFHLYLQJURXWHUHSO\55(3FRQWUROPHVVDJH'XULQJURXWHGLVFRYHU\XVLQJ'65URXWLQJSURWRFROD
PDOLFLRXV QRGHPD\ HQWHU LQ EHWZHHQ VRXUFHGHVWLQDWLRQ SDWK DV DQ LQWHUPHGLDWH QRGH RU HDYHVGURS WR WKH VRXUFH E\ VHQGLQJ
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.H\ZRUGV0$1(75RXWLQJ3URWRFRO'65*'+
 ,QWURGXFWLRQ
0RELOH $GKRF QHWZRUNV DUH EDVHG RQ LQIUDVWUXFWXUH OHVV ZLUHOHVV FRPPXQLFDWLRQ DQG DUH FRPPXQLFDWH DPRQJ
WKHPVHOYHV LQ WKHLU UDGLR UDQJH*HQHUDOO\PRVW RI WKH QRGHV FRPPXQLFDWH DPRQJ WKHPVHOYHV E\ WUXVW WR RWKHUV
QRGHVDQGGXHWRPRELOLW\DQ\QRGHFDQHQWHURUOHDYHZLWKLQWKHQHWZRUN0$1(7LVDPXOWLKRSZLUHOHVVQHWZRUN
ZLWKRXWDQ\FHQWUDOFRQWURODQGIL[HGWRSRORJ\KHQFHQHHGVDQHIILFLHQWURXWLQJSURWRFROWRWUDQVPLWGDWDSDFNHWIURP
VRXUFH WR GHVWLQDWLRQ IRU D SDUWLFXODU LQVWDQFH RI WLPH 7KHUH H[LVW GLIIHUHQW W\SHV RI SURDFWLYHUHDFWLYH URXWLQJ
SURWRFROIRU0$1(73URDFWLYHLVDWDEOHGULYHQURXWLQJSURWRFRODQGWKHWDEOHVDUHQHHGWREHXSGDWHGSHULRGLFDOO\
EHFDXVHQRGHVSRVLWLRQPD\FKDQJHWLPHWRWLPHDQGSDWKLQIRUPDWLRQDPRQJWKHQRGHVVKRXOGQHHGWREHUHIOHFWHG
DFFRUGLQJO\:KHUHDV LQ UHDFWLYHURXWLQJSURWRFROEHIRUHGDWDFRPPXQLFDWLRQV WDNHSODFH VRXUFHQRGH ORFDWH WKH
SDWKWRUHDFKWRWKHGHVWLQDWLRQE\EURDGFDVWIORRGLQJURXWHUHTXHVW55(4FRQWUROPHVVDJHDQGHVWDEOLVKHVWKHSDWK
DIWHUUHFHLYLQJURXWHUHSO\55(3FRQWUROPHVVDJH'\QDPLF6RXUFH5RXWLQJ'65LVRQHRIWKHUHDFWLYHURXWLQJ
SURWRFRO DQG DQ\QRGH LQ0$1(7 WKDW DUH XVLQJ'65SURWRFRO HVWDEOLVKHV WKH SDWK DVRQ VWDWHG URXWHGLVFRYHU\
PHFKDQLVP,Q0$1(7DQRGHFDQLGHQWLI\DQGEURDGFDVWGDWDWRWKHQHLJKERXUQRGHVQRGHVWKDWDUHLQWKHLUUDGLR
UDQJH DQG WR DQ\ RXW RI UDQJH QRGH GDWD DUH WUDQVPLWWHG WKURXJK WKH LQWHUPHGLDWH QRGHV'\QDPLF WRSRORJ\ DQG
PRELOLW\ZLWKRXWDQ\FHQWUDOFRQWURODUHEDVLFQDWXUHRIDQDGKRFQHWZRUN/HDYHDQGMRLQRIDQRGHLQWKHQHWZRUN
ZLWKRXW DQ\ FHQWUDO FRQWURO FDXVH YXOQHUDEOH >@ >@ IRU0$1(7$PDOLFLRXV QRGHPD\ HQWHU LQWR WKH QHWZRUN
GXULQJURXWHGLVFRYHU\UXQQLQJE\DQ\QRGHLQWKH0$1(7QHWZRUNDQGSURPRWHZURQJLQIRUPDWLRQWRWKHVRXUFH
E\ UHSO\LQJ55(3 FRQWUROPHVVDJHEHIRUH WKH RULJLQDO55EP’s UHDFK WR WKH VRXUFH QRGHUHVXOWLQJ GDWDPHVVDJHV
PD\ORVVRUXQNQRZQGHVWLQDWLRQGHOLYHU\
$PDOLFLRXVQRGHPD\HQWHULQWRWKHQHWZRUNZLWKRXWLQIRUPLQJRWKHUQRGHVDQGQRWLFHVWKHFRPPXQLFDWLRQDPRQJ
WKH QRGHV LQ WKH QHWZRUN$ VRXUFH QRGH WKDW LV XVLQJ'65 URXWLQJ SURWRFRO DQG KDYH D GDWD WR WUDQVPLW ORFDWHV
GHVWLQDWLRQE\EURDGFDVWIORRGLQJ55(4FRQWUROPHVVDJHZLWKVSHFLILFUHTXHVWLGHQWLILFDWLRQQXPEHU$PDOLFLRXV
QRGH WKDW DUH VWD\LQJ VLOHQWO\ LQ WKH QHWZRUN UHFHLYHV WKLV55(4FRQWUROPHVVDJH DQGJHW EDFN WR WKH VRXUFH E\
VHQGLQJ 55(3 FRQWURO SDFNHW ZLWK ZURQJ SDWK LQIRUPDWLRQ7KHRXWFRPH RI WKLV SURFHVV OHDGV WR D GDWD ORVV RU
XQZDQWHGGHVWLQDWLRQGHOLYHU\RIGDWDZLWKRXWNQRZLQJDQ\WKLQJE\WKHVRXUFHQRGH,Q0$1(7WKLVW\SHVRIDWWDFN
>@ LV DQ LVVXH ZKLFK QHHGV D VROXWLRQ ,Q WKLV DWWDFN DQ LQWUXGHU FDQ LQWHUFHSW >@ WKH PHVVDJHV DQG WKURZV D






,Q RXU SURSRVDO ZH FRQVLGHUHG WKDW YHORFLW\ RI WKH QRGHV LV YHU\ OHVV VR WKDW WKH UDWH RI FKDQJH RI H[LVWLQJ
QHWZRUNWRSRORJLHVLVOHVV+HUHZHDUHPDLQO\FRQFHUQDERXWWRSUHYHQWWRHQWHUDPDOLFLRXVQRGHLQWRWKHSDWKWKDW
LV HVWDEOLVKHG EHWZHHQ VRXUFH WR GHVWLQDWLRQ GXULQJ URXWH GLVFRYHU\PHWKRGRORJ\ XVLQJ0$NET’s '65 URXWLQJ
SURWRFRO,QFRQWUDU\LIDPDOLFLRXVQRGHFDQDEOHWRHQWHULQWRWKHSDWKDQGUHFHLYHVWKH55(4FRQWUROPHVVDJHEXW
DUHXQDEOH WR LGHQWLI\ WKH VRXUFH WKHQDPDOLFLRXVQRGHFDQQRWDEOH WR JHWEDFN WR WKH VRXUFHZLWK55(3FRQWURO
PHVVDJHKDYLQJYDJXHRUXQZDQWHGSDWKLQIRUPDWLRQ7RHVWDEOLVKRXUSURSRVDOZHKDYHXVHGH[LVWLQJDXWKHQWLFDWHG




SXEOLFNH\3XNDQGDQRWKHURQH LVSULYDWHNH\3UN$VEHLQJ LQDJURXSHDFKQRGH KDVDW OHDVWRQHJURXSNH\
*UN LI D QRGH DOVR OLHV LQ DQRWKHU JURXS WKHQ LW KDYHPRUH WKDQ RQH JURXS NH\ 6R HDFK RI WKH QRGHV LQ WKH
QHWZRUNZLOOKROGDWOHDVWWKUHHNH\RQHSXEOLFNH\RQHSULYDWHNH\DQGRQHJURXSNH\3XN3UN*UN$Q\QRGHLI
442   Milan Kumar Dholey and G.P. Biswas /  Procedia Computer Science  48 ( 2015 )  440 – 446 
MRLQ LQWRWKH QHWZRUN ZRXOG EH LQ WKH UHJLRQ RI DQ\ JURXS RI WKH QHWZRUN DQG D QHZ JURXS NH\ ZLOO EH
IRUPHGE\FRQVLGHULQJQHZQRGHLQWRWKHJURXSZLWKH[LVWLQJPHPEHUV2QWKHRWKHUKDQGLIDQ\QRGHOHDYHVIURP
WKHJURXS WKHQDOVRQHZJURXSNH\ZLOO EH IRUPHGDPRQJ WKHH[LVWLQJPHPEHUVRI WKHJURXS$Q\QRGH WKDWDUH
MRLQLQJRUOHDYLQJLVQRZXQGHUWKHVXUYHLOODQFHLQWKHQHWZRUNEHFDXVHQHZQRGHPXVWKDYHWREHDPHPEHURIDQ\
H[LVWLQJ JURXS (DFK DQG HYHU\ FDVHV JURXS NH\ JHQHUDWLRQ ZLOO IROORZ JURXS 'LIILH+HOOPDQ .H\ JHQHUDWLRQ















WUDQVPLWWLQJ FRQWURO SDFNHW E\ WKH VRXUFH LQ DQ$GKRF QHWZRUN ,Q'65 URXWLQJ SURWRFRO FRQWURO SDFNHWZKLFK
IROORZVDURXWH LVPDLQWDLQHGE\WKHVRXUFHDQGLQFOXGHGHDFKXQLTXHKHDGHUE\WKHLQWHUPHGLDWHQRGHVDQGDJDLQ





SDFNHWZLWKLQ LWV UDGLR UDQJH7KLV55(4FRQWUROSDFNHWRI LQLWLDWRU 6RXUFHFRQWDLQVXQLTXH LGHQWLILFDWLRQ IRU D
WDUJHWGHVWLQDWLRQXQLTXHUHTXHVW LGHQWLILFDWLRQQXPEHUGHWHUPLQHGE\WKHVRXUFHDQGDOVRFRQWDLQVHPSW\URXWH
UHFRUGOLVWWRKROGWKHDGGUHVVHVRIWKHLQWHUPHGLDWHQRGHV>@7KHLQWHUPHGLDWHQRGHVZKRUHFHLYHV55(4DWILUVW
FKHFNV WKH WDUJHW DGGUHVV LI WKH DGGUHVV IRU LWVHOI LH LI WKH QRGH LV GHVWLQDWLRQ QRGH WKHQ VHQGV 5RXWH 5HSO\






































.Ł9DŁgb)a(mod p)                       (4) 
1RZERWK$OLFHDQG%REKDYHWKHVDPHNH\
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LQIRUPDWLRQ LQ KLV URXWH FDFKH IRU WKDW UHVSHFWLYH GHVWLQDWLRQ IRU ZKLFK 5' LV JHQHUDWHG E\ WKH VRXUFH DQG
EURDGFDVWIORRGLQJ55(4FRQWUROPHVVDJHRURULJLQDOO\E\ WKHGHVWLQDWLRQ LQWHUPHGLDWHQRGHPD\QRWKDYHDQ\
LQIRUPDWLRQ DERXW WKH GHVWLQDWLRQ:KRHYHU LV JHQHUDWLQJ55(3PD\ UHSO\ LQ WKH SDWK WKDW LV UHFHLYHG WKURXJK
55(4UHFRUG OLVW ILHOG DQGHQFU\SW WKHGHVWLQDWLRQ DGGUHVVE\ WKHSXEOLFNH\RI WKH VRXUFHQRGHDQGHQFU\SW WKH
VRXUFHDGGUHVVE\WKHJURXSNH\LQZKLFKWKHGHVWLQDWLRQLVOLHVRQ$JDLQDQ\PDOLFLRXVQRGHZKRUHFHLYHG55(3
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$FFRUGLQJWRRXUSURSRVDOLWLVDOVRFOHDUWKDWLIDPDOLFLRXVQRGHWULHVWRHQWHULQWRWKHQHWZRUNWKH\DUHQRZFDQ
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